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Abstract: During the last years, because of the evolution of
Cloud applications and the attractive advantages given to con-
sumers, many companies outsource their data and Information
Technology (IT) system to the Cloud based technology. With
the growth in the number of Cloud Service Providers, many en-
terprises and organizations can use and associate services from
multiple providers. There may be many Internet protocols for
service access standards that are used to ensure interoperability
between users browser and Web server, such as Representation-
al State Transfer (REST) and Simple Object Access Protocol
(SOAP). Each service has its specific characteristics such as au-
thentication and security requirements. Hence, Cloud provider-
s attempt to lock customers into proprietary interfaces so con-
sumers can find themselves at not expects inevitable vendor
lock-in. Therefore, the focus of our paper is to propose a solu-
tion to this problem by using Cloud intermediate between Cloud
providers and consumer in heterogeneous Cloud environments
interfaces. This is to achieve benefits such as standardization
and interoperability, minimizing lock-in of Cloud providers.
To reach such benefits, we propose a Cloud SaaS based on t-
wo interfaces and an interne component. These interfaces are
used in Cloud Consumer and Provider sides and therefore guar-
antee communication between Cloud Consumer and Provider
using different Internet protocols for Web service access such
as REST and SOAP. Our approach guarantees interoperabili-
ty and standardization in heterogeneous Cloud based environ-
ments because in this case Cloud Consumer and Provider using
REST interface can communicate easily with Cloud Provider
and Consumer using SOAP interface.
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I. Introduction

Before Cloud Computing, traditional business applications
have always been very complicated and expensive. Nowa-
days Cloud Computing technology is easier and quicker to
integrate with enterprise applications, it can help to elim-
inate problems of managing hardware and software, also
Cloud can respond to customer needs with less cost. Cloud
Computing offers business users the chance to immediately
implement services with usage-based billing that are tailored

to their requirements, often without the need to consult with
the IT department.

The Cloud exists in several forms: private Cloud when mu-
tualizes company resources (through virtualization), public
Cloud where data will be placed directly at the supplier.
There is a classification of services that can be found in the
Cloud. The most popular type of service is SaaS, which is
to make available a web application ready for use and can
be used directly as soon as the payment has been confirmed.
The popularity of these solutions comes from their very
low cost of entry and rapid provision users. In addition,
these solutions are generally less expensive than traditional
applications and do not require technical personnel for
maintenance and consumer is not forced to make updated.
While it is easy to get into the Cloud, out is a delicate
operation. The Cloud can be used without too much danger
to meet a specific need; it will probably be more effective
and less expensive than a traditional solution. For long term
use, various precautions should be taken under penalty of no
longer control the evolution of costs. Anyway, the Cloud
has many advantages and deserves that one is interested:
whether for Small and Medium Business, large companies
or the public sector, there are opportunities to be seized in
the Cloud.

Standardization was and still a big problem in the business-
to-business segment and also in Business-to-consumer,
essentially in service access interfaces Protocol. StoRHm
[1] is one of the protocol adapters which guarantee manual
process transition from SOAP web services to REST web
service, to enable existing SOAP clients to interact with
REST services.

In this paper, we focus on interaction between different
Cloud providers and consumer, for that we studded an
example treat the problems that consumer can find in using
different Cloud provider in case of SaaS we’ll explain
below. Also we propose a global solution guarantees
interoperability and standardization in heterogeneous Cloud
based environments between different Cloud providers and
consumers, and maximizing the level of interoperability and
portability.

The remainder of this paper is organized as follows: Sections
Two presents the definition, characteristics, some benefits of
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SOAP and REST. Section three defines Cloud Computing
and explains different types of Cloud. Section Four explains
the problematic of the article between Cloud providers and
consumer. In section Five, we propose an architecture that
resolves the problem. We conclude this paper by presenting
our further works.

II. Definition and characteristics of SOAP and
REST

A. Definition of Web Services

Web service is a technology allowing applications to interact
remotely over the Internet, irrespective of platforms and lan-
guages for such decisions. To do this, Web services are based
on a set of ubiquitous Internet protocols (XML, HTTP) to
communicate. This communication is based on the principle
of requests and responses, made with XML messages. This
interoperability is due to the use of open standards [2].

In general a Web service is a method of communication be-
tween two applications or electronic devices via the Web.
There are two types of Web services: Simple Object Access
Protocol and Representational State Transfer.

B. Definition of SOAP

SOAP is a messaging protocol based on XML for the ex-
change of information in a decentralized environment. SOAP
is commonly used to establish a communication channel be-
tween web services. It defines a set of rules for structuring
messages that can be used in simple way transmissions, but
it is particularly useful for performing RPC request-response
dialogues (Remote Procedure Call).

C. Benefits of SOAP

SOAP is a messaging protocol based on XML to exchange
information between different applications. SOAP is com-
monly used to establish a communication channel between
web services and brings benefits, such as [3]

o Operations are defined as WSDL ports

o Unique address for every operation

o Multiple process instances share the same operation
« Tight coupling of components

« Debugging is possible

« Complex operations can be hidden behind faade

o Wrapping existing APIs is straight forward

o Increased privacy

D. Definition of REST

REST [4] is not a protocol (such as HTTP). This style of ar-
chitecture is particularly well adapted to the World Wide Web
but is not addictive. Constraints, as defined by Roy Fielding,
can be applied to other application as HTTP protocols.

E. Benefits of REST

This architectural style is not limited to performing ap-
plication to a human user. It is increasingly used for the
realization of SOA (Service Oriented Architecture) using
web services for communication between machines and
brings benefits, such as [3]:

o Operations are defined in the messages
o Unique address for every process instance

« Each object supports the defined (standard) opera-
tions

« Loose coupling of components
o Late binding is possible
« Process instances are created explicitly

« Client needs no routing information beyond the ini-
tial process factory URI

« Client can have one generic listener interface for no-
tifications.

III. Cloud Computing technology

A. Cloud Computing Definition

NIST [5] defines Cloud Computing as “a model for allow-
ing ubiquitous, convenient; on-demand network access to a
shared pool of configurable computing that can be rapidly
provisioned and released with minimal management effort
or service provider interaction”.

B. Essential Characteristics of Cloud Computing

According to NIST [5], Cloud Computing has five essential
characteristics mentioned below:

e On-demand self-service :Cloud consumer can provi-
sion computing capabilities, and using Cloud services
as needed automatically from service provider[5].

o Broad network access : features are available through
the network and accessible via standards that mermit the
use of services by platforms [5].

o Resource pooling :The Cloud providers resources are
common to serve multiple consumers, with differen-
t virtual and physical resources. The customer gener-
ally has no control or knowledge over the exact location
of the provided resources due to the independence loca-
tion. [5].

« Rapid elasticity :Capabilities to request for extra re-
source is automatic and self-managed,on the consumer
demand , the capabilities available to provide computer
resources often appear to be unlimited and can be offer
at any time with good quantity [5].

+ Measured service :Cloud resource providers automat-
ically control and optimize infrastructure by leveraging
a metering capability appropriate to the consumer [5].
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C. Service models

Cloud Computing is divided on three Service model men-
tioned by NIST [5]:

o Software as a Service (SaaS): In this case, consumer
can use provider applications running on Cloud. The
services are accessible from different Client devices in-
terfaces such as a web browser or a program interface.

o Platform as a Service (PaaS): Consumer can create
applications using Platform onto Cloud infrastructure
which contains services, libraries, and different tools
supported by the Cloud provider.

o Infrastructure as a Service (IaaS): Consumer has the
capability to provision processing, networks, storage,
and infrastructure computing resources where the con-
sumer is able to deploy and run any software, operating
systems or applications.

D. Deployment models

Deployment models of Cloud Computing are mentioned be-
low :

o Private Cloud :The Cloud infrastructure is provisioned
for exclusive use by a single organization comprising
multiple consumers (e.g., business units). It may be
owned, managed and operated by the organization, a
third party, or some combination of them, and it may
exist on or off premises ;[5]

o Community Cloud :The Cloud infrastructure is
provisioned for exclusive use by a specific community
of consumers from organizations that have shared
concerns. It may be owned, managed and operated by
one or more of the organizations in the community, a
third party or some combination of them, and it may
exist on or off premises ;[5]

o Public Cloud :The Cloud infrastructure is provisioned
for open use by the general public. It may be owned,
managed and operated by a business, academic, gov-
ernment organization, or some combination of them. It
exists on the premises of the Cloud provider [5];

« Hybrid Cloud :The Cloud infrastructure is a composi-
tion of two or more distinct Cloud infrastructures that
remain unique entities, but are bound together by stan-
dardized or proprietary technology that enables data and
application portability[5].

E. Advantages of Cloud Computing

Cloud Providers aim to growing the level of their Cloud Ser-
vices by increasing the number of advantage and attracting
the customers. Some o these advantages are:

« Scalability :The cloud offers a range of services avail-
able to anyone with the business knowledge and finan-
cial means.[6]
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« Efficiency :Because of the huge scale of the cloud,
Cloud Providers are obliged to manage their extreme-
ly efficiently infrastructure[6]

¢ Oriented Service :Service-oriented computing togeth-
er with Web services as its most important implementa-
tion platform has become the most important paradigm
for distributed software development and application for
a number of years now.[7]

« Flexibility and manageability :Time-To-Market often
means a higher yield. The high flexibility and manage-
ability of cloud computing are therefore one of the ma-
jor advantages[6]

FE. Cloud Computing challanges and limitations

Cloud Computing has a lot of advantages, but also still some
pitfalls such as :

o Security and privacy :Public cloud providers form an
attractive target for hackers because of the number of
users|[6]

« Portability Many customers are attracted by the public
cloud because of its attractive cost, but to recover Da-
ta may even be impossible, Consumers can find them-
selves in vendor lock-in situation [6]

« Stanrdadization : Absence of standardization. Essen-
tially to relate different Cloud Providers. Even if it is
possible to provide service for diverse Cloud interfaces
through a middleware, there is no rules that can be su-
pervised Cloud providers [8].

IV. Problematic

A. Heterogeneous protocols used in Cloud environments

Before Could Computing, traditional business applications
have always been very complicated and expensive. Nowa-
days Cloud Computing technology is much easier and quick-
er to integrate with enterprise applications. It can help to
eliminate problems of managing hardware and software, be-
cause provider is the responsible of managing and maintain-
ing Cloud infrastructure. Also Cloud gives to consumer what
he need with less cost, upgrades are automatic, and scaling
up or down is easy. Cloud Computing offers business users
the chance to immediately implement services with usage-
based billing that are tailored to their requirements, often
without the need to consult with the IT department.

Sky computing [9] model tends to evolve Cloud Computing
towards more efficient IT architectures, more flexible and
open. It also aims to manage the complexity and hetero-
geneity of Cloud Computing solutions transparently to the
user. However, there may be many Internet protocols for
service access standards used to permit interoperability be-
tween users browser and Web server, such as Representation-
al State Transfer (REST) and Simple Object Access Protocol
(SOAP).

However, everything good by side is bad by another side. So
using multiple Clouds has a lot of benefits such as high avail-
ability, cost optimization, Quality of Service improvements,
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Table I: Comparison of Box, AWS and Azure [11]
Service feature Box AWS Azure
Protocols supported REST, SOAP REST, SOAP REST

avoiding vendor lock-in, disaster recovery by decentraliza-
tion of data. But there are some drawbacks like aspects in-
cluding security, architecture, availability, and standards that
are often not evaluated. Therefore, Cloud consumers find
themselves at lock-in of the Cloud provider by many ways,
some of them is service access standards.

In the case where web browsers are consuming SaaS applica-
tions, there are a number of standards that are used to achieve
interoperability between users browser and web server, such
as Internet Protocol (IP) (v4, v6), Transmission Control Pro-
tocol (TCP), HyperText Transfer Protocol (HTTP), Extensi-
ble Markup Language (XML), REST, SOAP, Really Simple
Syndication (RSS), JavaScript/JSON, and JavaScript/JSON;
There is no standards cloud-specific [5].

One of the greatest challenges here is the communication be-
tween Cloud consumer and Cloud provider, even if they dont
have the same service access.

B. Problem presentation

Large companies for which IT plays a central role or repre-
sents a competitive advantage often build internal company
Cloud solutions in their own data centers. Small and medi-
um enterprises frequently use public Cloud services. A fur-
ther distinguishing feature is the applications focus. In the
business-to-business segment, private Clouds are predomi-
nantly used, while the majority of the business-to-consumer
segment uses public Clouds [10].

The key challenges of a Cloud Computing solution are secu-
rity and quality aspects, including performance, latency, and
availability. Integration, adaptation, agility, and the possible
relocation of the solution play a major role during and after
the implementation phase [10]. Wherever data is acted on by
several services, Cloud or consumers, there are multiple s-
tandards enable interoperability; some of these standards are
REST and SOAP. Table[1] shows Web service protocols used
by Cloud Providers. The National Institute of Standards and
Technology (NIST) [5] is the leading organization to define
Cloud standards. The integration challenge between Cloud-
s can help consumers to choose the web service technology
used to interact between other heterogeneous environments
such as Clouds.

Multiple Standards that exist correspond to various applica-
tion domains. The most important of these standards is the
SOAP because it is an independent platform and language
protocol.

Standards are the principal key to enable portability. They
are based on existing standards that enable using documen-
tation to show how standards can be implemented, to permit
to developers to use their chosen development language as
their program used in Cloud systems. The main objective is
togrant maintaining migration and risk cost. Examples of In-
ternet protocols service access standards which are common
in the Cloud system are: REST, SOAP, and XML.

There is no web Standards that are specific to Cloud and
these standards are used in many Web browser interfaces.

Some of Cloud consumers and providers use SOAP, other
ones use REST. Each service has its specific characteristic-
s such as authentication and security requirements. Hence,
Cloud providers attempt to lock consumers into proprietary
interfaces. So consumers can find themselves at not expects
inevitable vendor lock-in.

As indicated on figure[3], consumers C1 C2 and C3, wan-
t to outsource a part of their system application in Cloud
Computing. So, consumers must choose the Cloud provider-
s that have the same service access standard interface. As
shown in the example, C1 and C2 with REST interface have
two choices of Cloud providers with specific characteristic-
s; C1 and C2 can choose CP1 or CP3, andC3 can choose
CP2.The same thing with Cloud providers, the compatibili-
ty of service access interface between Cloud providers and
consumers is mandatory. On the side of the consumers and
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Figure. 1: Challenge in service access standards SOAP
REST

Cloud providers, some questions are raised through program-
ming system application that communicates with other envi-
ronments. One of these questions is: which service access
interface has to choose REST or SOAP?

C. Problematic challenges

This example brings benefits but still some drawbacks that
we describe below.

1) Challenges on Interoperability Standard

Interoperability is one of the important challenge axes that
exist in laaS, PaaS, and SaaS levels. Every one of these
levels, which may joint in any particular product or Cloud
services, presents special considerations, and as a result, the
standards landscape will be unique and specific to each level.
In this case, Interoperability is a property of Consumer sys-
tem, whose interfaces are completely understood, to work
with other Cloud provider, present or future, with restricted
access.

Two systems in heterogeneous environment using differen-
t service access SOAP or REST cannot communicate with
each other, because of that consumer can fall in interoper-
ability challenge.
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When a provider pretends compliance with any other stan-
dard, he has to cite the specific version, publish implementa-
tion, and testing notes [5].

« Environment heterogeneity: Enterprises think that it
is simple to add one Cloud service at a time and they do
not expect the inevitable complexity of multiple Cloud
providers for integrating their applications running on
different Cloud platforms which end up with a tradition-
al way of point-to-point integration approach. So, enter-
prises need to think about the complexity on integration
of multiple applications on different Cloud platforms a-
long with on premise applications and also think about
service access technology used [12].

« Standardization: Is one of the most problems in the
Cloud environment, many of their interfaces offered are
unique to a particular provider, also the risk of provider
lock-in is raising [10]. Simon Wardley writes in [13],
”The ability to switch between providers overcomes the
largest concerns of using such service providers, the
lack of second sourcing and the fear of vendor lock-in
(and the subsequent weaknesses in strategic control and
lack of pricing competition).”

o Complexity of multiple Clouds: The use of multiple
Cloud providers in big systems increases the level of
communication complexity between Cloud providers,
also choosing the technology service access compatible
with technology used increase the level of complexity,
for example like in case of health center using Multiple
Cloud [14] and Using a central private Cloud to improve
a complex system in multi-cloud environment [15].

2) Challenges on Portability standard

Cloud portability [5] means that consumer can move his own
data from one cloud system to another.

The migration of Information Technology (IT) system from
one Cloud system to another is a biggest consumer challenge.
This challenge is concentrate on standards because there are
the keys to success portability. The consumers can find them-
selves at not expected lock-in to Cloud providers because of
heterogeneous service access interfaces of Cloud providers
and consumers.

One of portability constraints is the lack of standardization
of Cloud services access protocol, which can be an obstacle
to Cloud consumers to easily migrate to a new Cloud service
provider when availability requirements are not same [5].

V. Our proposed solution

A. Discription of our solution

Our proposal solution (Figure[6]) consists on adding a Cloud
intermediate to the (figure[3]) between Cloud provider and
consumer in heterogeneous Cloud environments interfaces.
The objective is to remove the direct communication between
interfaces. This approach guarantees interoperability and s-
tandardization in heterogeneous Cloud based environments.
In this case Cloud consumer and provider using REST inter-
face can communicate easily with Cloud provider and con-
sumer Using SOAP interface.
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This solution is essentially Cloud SaaS based on three prin-
cipal components (Figure[6]):

1) Interface with Cloud consumer

As mentioned in (Figure[4]), an interface is related directly
to the consumer. The objective is to processing consumer re-
quest messages and response.
This Interface allows the interaction with different services
access standards REST and SOAP. It can deal and differenti-
ate between SOAP and REST messages coming from Cloud
consumers. This interface has an auto detect service access
and can make a compatible environment of standards that
help an easy communication between service access inter-
faces. Also response of the request coming from the con-
sumer can be compatible with service interface technology
used by consumer.

The Cloud interface adapts service access message with
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[

Figure. 2: Interaction between consumers and Cloud inter-
face

the service using by client. The services standards used are
SOAP and REST.

In this case consumers can outsource their IT or application-
s without thinking about witch technology used by side of
Cloud providers.

2) Interface with Cloud provider

As shown in Figure[5], an interface related directly to the
Cloud provider, the objective is to process provider response
messages and request.

This Interface allows the interaction with different services
access standards REST and SOAP by the side of Cloud
provider. It can deal and differentiate between SOAP and
REST messages coming from Cloud consumers. The inter-
face has an autodetect service access that can make a compat-
ible environment of standards that help an easy communica-
tion between service access interfaces. Also response of the
request coming from the consumer can be compatible with
service interface technology used by Cloud provider.

Cloud provider doesnt think about service access interface
technology used by consumer. The Cloud interface adapt-
s service access message with the service using by Cloud
provider. The services standards used are SOAP and REST.
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Figure. 3: between Cloud providers and Cloud interface

B. Interne component

SOAP and REST Converter is an intern component in our
proposed solution that ensure standardization and interoper-
ability in heterogeneous Cloud based environments. Using
this component, Cloud consumer and provider using REST
interface can communicate easily with Cloud provider and
consumer Using SOAP interface, by converting SOAP to
REST and vice versa.

C. Benefits of this solution

Proposed solution shows the main features and benefits of
the whole process. Some of these benefits are:

1) Benefits on Interoperability

Systems in heterogeneous environment using diverse inter-
face service access SOAP or REST fall in interoperability
challenge.Our solution gives some benefits of interoperabili-
ty level as mentioned below.

« Standardization: The big problem in Cloud provider
is standardization. Many of the interfaces offered are u-
nique to a particular vendor, thus raising the risk of ven-
dor lock-in. For that, our Cloud solution can be able to
communicate with both of REST and SOAP interfaces
by using a central component that can make a transla-
tion from SOAP to REST interfaces and vice versa.

+ Environment heterogeneity: Cloud consumers and
providers can communicate even if they use different
service access interface technologies. The Cloud solu-
tion simplifies deployment of existing applications and
services without thinking about technologies used by
Cloud consumers or providers.

o Using multiple Cloud: In case of using multiple cloud
environment, Cloud consumers can use heterogeneous
Cloud environment. REST client can interact with
REST or SOAP Cloud provider by using Cloud service
interface standardization.

o User benefits: Reduces development cost and time of
new applications and services compatible with a specif-
ic Cloud provider.

« Management of access user: Management of users al-
so is controlling by the Cloud service standardization
and every access to the data by Cloud providers is con-
trolled by Cloud system. All of that for not lousing the
control of interaction between Cloud providers and con-
sumers.

« Availability of data: In this case data is available with
both technology REST and SOAP thanks to Convert-
er component, which can translate REST message to
SOAP message and vice versa, adapted to Cloud con-
sumer and provider.

2) Benfits on Portability

Cloud consumers who wish to migrate to another Cloud
provider find themselves in not expected vendor lock-in. Our
proposed solution brings some benefits in this level such as
minimising vendor lock-in and make maintenance more easy.

« Vendor lock-in: Is a situation in which a consumer us-
ing a Cloud provider service cannot easily migrate to a
competitors Cloud provider. Our solution minimizes the
lock-in of Cloud providers to consumers by minimizing
problem of standardization of service access interface
technology between SOAP and REST.

o Outsourcing applications easily: As Cloud systems
are typically external components in a consumer orga-
nizations overall IT system, especially in the outsourced
deployment models, the need to have seamless security
integration calls for interoperable standard interfaces for
authentication, authorization, and communication pro-
tections by [5]. Our Cloud solution can give service in-
terface standardization and simplify the interoperability,
and have a secure integration.

« Easy Maintenance: Maintainability is one of the main
advantages of a centralized system, in our case, the pro-
posed cloud solution is located between Cloud Provider
and Cloud Customer.

VI. Conclusion and perspectives

Currently, the public SaaS is the service model of the most
popular Cloud that consists of making available ready appli-
cations to the world. At this level, the offer is very rich: it is
now possible to find solutions for SaaS almost all traditional
needs (email boxes, CRM, storage, video editing ...). There
are real opportunities there are not to be missed. But users
should be careful to not fall into a loss of control problem and
enter in not expect inevitable complexity of multiple Cloud
providers for integrating their applications.

In this paper, a thoughtful description of SOAP, REST and d-
ifferent types of Cloud Computing, and shed light on a prob-
lem of interoperability specially on standardization between
REST and SOAP technology. Case study solution between
Cloud providers and consumers has been suggested in or-
der to eliminate lock-in Cloud provider. Our proposed solu-
tion to this problem is by using Cloud intermediate between
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Cloud providers and consumer in heterogeneous Cloud envi-
ronments interfaces. This is to achieve benefits such as stan-
dardization and interoperability, minimizing lock-in of Cloud
providers. To reach such benefits, we proposed a Cloud SaaS
based on two interfaces and an interne component called
Converter. These interfaces are used in Cloud consumer and
provider sides and therefore guarantee communication be-
tween Cloud consumer and provider using different Internet
protocols for service access such as REST and SOAP. The
interne component in our proposed Cloud enables transfor-
mation of services based on SOAP technology into services
based on REST technology and vice versa. Our approach
guarantees interoperability and standardization in heteroge-
neous Cloud based environments because in this case Cloud
consumer and provider using REST interface can communi-
cate easily with Cloud provider and consumer using SOAP
interface. In perspective, we will fix the methodology of
communication between Cloud providers interface and our
Cloud solution and consumers too. We will also propose a
methodology to translate message REST to SOAP and there
implementation. Another perspective is to study the possi-
bility of a "Backup Cloud” to avoid system failure if the pro-
posed central cloud breaks down.
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Figure. 4: Our proposed solution for Cloud standardization
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