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Abstract: Nowadays, the business services of
organizations depend widely  on Information Systems
(IS). However, these systems may face potential failure or risks
that could lead to a business failure. Therefore, the Information
System Security Risk management (ISSRM) in organizations is
ultimate for business success. ISSRM protects the information
availability, integrity, and privacy. The aim of this paper is to
improve the ISSRM domain model through the security oriented
modeling languages and the enterprise architecture. For this
purpose, a survey of the ISSRM alignment in comparison with
the security modeling languages is first outlined followed by an
overview of the enterprise architecture benefits that can
positively influence the ISSRM process.
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|. Introduction

The Critical Information Infrastructures (CIIs) are the basis of
our daily life, connecting cities and countries to form a modern
society [1]. Their disruption or destruction would have
cascading impacts on national security, public safety and the
global economy. Clls represent the core base on which other
critical infrastructures depend, hence the need to identify all
the potential risks that may influence their proper functioning.
A CII comprises of assets (whether physical or virtual) that
provide vital services [2]. Usually, an asset represents an
information system and/or facilities such as computer hosts,
services or corporate offices modeled as collections of LANs
which are linked by a WAN.

Organizations create value by processing information. The
quality of that information is vital in making operational
decisions. This same information is managed by
information systems hence the importance of their reliability.
Therefore, attacks against information systems may
dramatically impact the integrity of sensitive information and
the availability of provided services. In order to reach a

reliable information system, organizations should conduct a
Risk Management (RM) [3]. RM can eliminate or at least
reduce the potential risks and determine the necessary
countermeasures to ensure the security of sensitive
information.

Organizations sustainable development depends widely on
Information Systems (IS) hence the value of their security [4].
In fact, security aspects allow efficient usage of IS
and enhanced business performance. Information Systems
Security helps resisting potential risks. Security requirements
are usually considered only after the definition of the business
services. Actually, the IS Security Risk Management (ISSRM)
methods (MEHARI [5], EBIOS [6], CRAMM [7], OCTAVE
[8]...) do perform security needs until the final stages
(implementation and/or maintenance). These ISSRM methods
are considered as rigorous methodological tools that help
taking rational decisions for IS Security. Additionally, their
results are generally informal and not sufficiently analytical; it
consists of documents in natural language (texts and tables).
This lack of formality prevents the reasoning, evolution and
traceability of ISSRM related information [9]. To prevent the
problem of using informal documents, it is best to take
advantage of the benefits of models. This gap between security
requirements and business security needs can be improved by
aligning RM concepts with those of conceptual modeling
languages [10]. Furthermore, ISSRM methods are applied
once the architectural design is defined which is the opposite
of the IS development. Thus, ISSRM is not aligned with the
security requirements.

Our view is that a modeling approach would improve ISSRM.
Models allow achieving a better formality and quality in the
representation of the information. The modeling concept is a
growing concern among various organizations. It is an activity
of representing an organization processes in order to be
analyzed and improved. Models could help organizations
reach a tolerable level of security by identifying security holes
and mishandlings [11]. They can also support the reasoning,
evolution and traceability of ISSRM related information. In
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addition, the modeling approach could allow linking
business assets with  security risk management and
representing ISSRM using different perspectives. Modeling
will raise the ability to identify and manage risks faced by
organizations no matter their size. For this reason,
organizations must understand the variables that may affect
their operations, thus classifying, managing, and mitigating
risk factors.

Enterprise Architecture (EA) encompasses capabilities:
processes, technologies, and information that may likely be
threaten by diverse factors. EA promotes methodical analysis
and understanding of complex cases that may an organization
security face.

The paper is organized as follow: Section Il establishes a
survey of the literature. Section Il introduces the ISSRM and
the security modeling languages alignment. Section 1V
discusses benefits, completeness and limitations of the
obtained alignments. Finally section V presents the conclusion
and the future work.

I1. Survey of the literature

The survey of the literature is divided into three parts. The first
and the second part detail the ISSRM domain model and its
process. The third part assesses the security modeling
languages. Those are candidate for comparison with the
ISSRM domain model.

A. ISSRM domain Model:

ISSRM domain model addresses the security strengths related
to IS domain [12]. The domain model is a result of a thorough
survey of the Risk Management standards, security related
standards and Security Risk Management methods. ISSRM is
not specific to one organization but covers the Security Risk
Management of all organizations considering their assets, risks
and their treatment.
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The ISSRM domain model is shown in Figure 1. It consists of

three fundamental concepts:

Asset-related concepts: it describes the critical assets
and their security criteria. An asset (whether physical
or virtual) provides vital services for the organization.
Business assets include information, processes, and
capabilities of value for the business. IT assets are
components of the information system that supports
business assets. A security criterion represents a
constraint (security needs) on business assets
describing generally the need for confidentiality,
integrity and availability.

Risk-related concepts: it depicts the components of
risk (threat, vulnerability, impact). An event is the
combination of a threat and one or more
vulnerabilities. A threat agent is an agent that may
cause harm to IS assets. An attack method is the
manner by which a threat agent accomplishes a threat.
The risks target business objectives and attack IS
assets to paralyze the fulfillment of business services.

Risk treatment related concepts: it defines the risk
treatment decisions. Risk treatments: shows the risk
handling in order to improve the security
requirements. Security requirements express the
countermeasure. Control: Counter attack (Security
practices) that would lessen the risk impact.

B. ISSRM process:

The ISSRM process helps manage risks by choosing the
adequate controls to avoid threats, eliminate vulnerabilities
and reduce the potential impact. It consists of the following
steps:

decision to treat

Risk treatment Risk | significance assessed by ® |Security criterion
-Cost 1. 1." | Risk level I 0. s
-Risk reduction t { om— -
= mitigates - 1= (1.7 0.
" } ,
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Figure 1. The ISSRM domain model [13]

Asset identification: identification of the IS assets and Business assets;
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2. Security objectives determination: establishing the

security criteria;

3. Risk assessment: determining the risk components :
threat, threat agent, attack method, vulnerability and
impact;

Risk treatment decisions;

Security requirements definition;

Control selection;

Control implementation.

No ok

Figure 2 introduces the steps of the ISSRM process in general.

+ Threat
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*Risk treatment
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Figure 2. The ISSRM process

C. The security modeling languages:
The security modeling languages allow the identification and
the treatment of potential risks that may occur during different
stages of development, implementation or maintenance
phases.

- SecureUML [14] [15]: It is a modeling language that
annotates UML models with information relevant to
access control. It can be used in the context of a
model-driven software development process to
generate access control infrastructures.

- Secure Tropos [16] [17]: Secure Tropos is an
extension of Tropos [18]. It is based on the concept
of security constraint. It also includes security entities
that represent the concepts of dependency, goal, task,
resource, and capability. These entities are used to
describe a security attack scenarios. Secure Tropos
combines requirements engineering concepts with
security engineering concepts under a unified process
to support the analysis and development of secure
systems.

- Mal-Activity Diagrams [19] [20]:
Malicious-Activity Diagrams extend the concepts of
Activity diagrams. It allows the inclusion of the
security aspects (malicious actor, malicious activities;
malicious decisions) in the UML Activity Diagrams.

- Misuse Cases Diagrams [21] [22]: Mis-Use Cases
Diagram extends the concepts of the UML Use Cases
Diagrams. It improves the Use cases with security
oriented extension. It consists of misuse case, a
misuser (attacker) and the relationships: Threaten
or/and Mitigates.
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D. Enterprise risk management:

Security models guide organizations to determine the actions
that will embrace the opportunity of managing risk. EA is the
combine between business and IT; it’s the means for aligning
business and IT within an organization.

Enterprise Risk Management (ERM) [23] proposes that
organizations address all their risks comprehensively and
coherently, instead of managing them individually. ERM
represents a significant evolution for risk management such as:

- Includes organizational exposure to risk (financial,
operational, reporting, compliance, governance,
strategic, reputational, etc...);

- Manages the organizational exposures to risk as an
interconnected risk portfolio rather than as individual
“silos”;

- Assesses the interconnected risk portfolio in the
context of all significant internal and external
circumstances;

- Grants a structured process for the management of all
risks, either quantitative or qualitative;

- Embeds risk management as a significant component
in all critical decisions of the organization.

ERM is the discipline by which organizations monitor, analyze,
and control risks from across its architecture, with the aim of
optimizing the risk-taking behavior in a portfolio context.
Unlike traditional RM where individual risk categories are
separately managed in risk “silos,” ERM

enables organizations to manage a wide array of risks in an
integrated, enterprise-wide fashion. ERM is a holistic
approach to organizations architecture with the aim of
modeling the role of IT systems in the organization, aligning
IT services with business processes. Nevertheless, ERM can
be considered as a compliance exercise that provides

solid guidance for executive decision-making.

I11. ISSRM and security modeling languages
Alignment

This section highlights the significance of the alignment of
ISSRM and security modeling languages. The significance of
this alignment is to improve these languages in order to
support the ISSRM process [24].

Several alignments for enhancing ISSRM are proposed in the
literature. This paper aims at understanding these alignments,
their strengths and weaknesses. For this purpose, we review
four alignments including the security modeling languages
previously mentioned in the section Il (SecureUML, Secure
Tropos, Misuse Case Diagrams and Mal-activity Diagrams)
and compare them. The comparison is based on concepts,
modeling, and processes criteria.

A. ISSRM and Secure Tropos Alignment:

Matulevicius and Mayer [25] have investigated the alignment
between Secure Tropos and the ISSRM domain model.

In the chosen example, the concepts of security entities:
security constraint, secure dependency, and security goal, task
and resource are used. Secure Tropos allow modeling crutial
assets and their security criteria [26].
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Table 1 summarizes the advantages and disadvantages of

Secure Tropos.

Advantages

Disadvantages

- ldentification of the
crucial assets.

- Availability of security

concepts (constraint,
security goal).

-The constructs are
used to model more
than one of the
ISSRM concepts.
-No constructs

ABBASS et al.

Table 3 involves the advantages and disadvantages of Misuse
Cases Diagrams.

Advantages

Disadvantages

- Perform a modeling
based on the attacker point
of view.

- Detailed description of
the threat agent and

-Do not include a
modeling constrcuts
to model the attacker
intention and the
threat impacts.

semantics is provided.
-No usage guidance.

Table 1.The advantages and disadvantages of Secure Tropos

Secure Tropos supports risk in general unlike ISSRM model
which focuses on the IS security.

All the steps of the ISSRM process are conducted by Secure
Tropos expect control implementation.

B. ISSRM and Mal-Activity Diagrams Alignment:

The alignment provided by [27] introduce many holes between
Mal-Activity Diagrams and the ISSRM domain model.
Actually, like Secure Tropos Mal-Activity Diagrams do not
provide its constructs semantic. Furthermore, almost all the
ISSRM concepts are not covered by the Mal-Activity
Diagrams constructs.

Table 2 reviews the advantages and disadvantages of
Mal-Activity Diagrams.

Advantages Disadvantages

- Take into account risk
treatment decisions.

- Detailed description of
the threat scenario ( attack

method).

-No security aspects
included.

-Security criterion
construct is not
covered.

-No usage guidance.

Table 2.The advantages and disadvantages of Mal-activity

method. -Modeling IS and
Business assets is
confusing.

-No usage guidance.
Table 3.The advantages and disadvantages of Misuse cases

diagrams

Misuse Cases Diagrams dress assets identification, risk
assessment, security requirements definition.

D. ISSRM and SecureUML Alignment:

The alignment in [29] reflects a modeling based on
authorization constraints. It contributes to the annotating of
UML models with access control vocabulary. The alignment
only describes information relevant to access control.

Table 4 involves the advantages and disadvantages of
SecureUML.

Advantages
- Focuses on access
control relation

Disadvantages
-Does not support
Vulnerability and

information. impact.

-Provides authorization - No control
constraints and the implementation is
concept of roles. conducted.

- Perform a modeling -Controls Selection
based on the administrator are partially

( protector) perspective. supported.

diagrams

Assets identification, risk assessment, risk treatment and
security requirements definitions of the ISSRM process are
employed by Mal-Activity Diagrams.

C. ISSRM and Misuse Cases Diagrams Alignment:

The contribution in [28] helps modeling and analyzing the
system from an attacker (misuser) perspective which increases
the chance of identifying threats that would have been ignored.
Malicious behaviors are modeled by misuse cases that target
use cases and countermeasures as security use cases that
mitigate misuse cases. It can better model threat agent and
attack method than the Secure Tropos, SecureUML and
Mal-Activity Diagrams.

However, this alignment does not consider how a misuse
targets a usecase, why a misuser attacks a usecase, and impacts
of a security usecase on another. IS assets and Business assets
both are represented using the use case and actor concepts. An
additional confusion it does not consider vulnerabilities and it
is essential for identifying all possible threats and attacks.

-No usage guidance.
Table 4.The advantages and disadvantages of SecureUML

Regarding the ISSRM process, SecureUML covers the asset
identification, risk assessment and Security requirements
definition.

Table 5 details the ISSRM alignment and the chosen security
modeling languages.

Table 6 shows the steps of the ISSRM process covered by the
security modeling languages.

ISSRM domain model Secure Tropos Ma_l Activity Mls_use cases SecureUML
Diagrams Diagrams

concepts Constructs Constructs
Constructs Constructs
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Assets-related
concepts

Risk-related
concepts

Risk treatment
related concepts

Asset

Business Asset

IS Asset

Security criterion

Risk

Threat

Threat agent

Attack method

Vulnerability

Impact

Event

Risk treatment

Security
requirement

Control

Actor, goal,
softgoal, plan
resource

Softgoal, security
constraint

Goal, plan

Actor

Plan, attacks
relationship

Belief

Contribution
between threat and
softgoal

Threat

Actor, goal,
softgoal, plan
resource, security
constraint

New model

Activity,
controlflow,
decision

Activity,
controlflow,
decision, swimlane

Mal-swimlane

Mal-swimlane, mal
activities,
mal-decision,
mal-swimlane

Mal activities,
mal-decision,
Mal-swimlane

Mal activities

MitigarionActivity,
MitigationLink

Swimlane

ModelElement class

Attributes of a class
Actor and use case ModelElement
Role class, an
association
permission, an
operation of the
class ModelElement

Misuser and misuse Role class, an
case association
permission
Misuser Role class

Misuse case Attributes of the

association
permission

Authorization,
Use case constraint,

contrainedElement

- New model ( the
whole model is
considered as
control)

Table 4. The ISSRM and security modeling languages modeling alignment

ecurity Languages

ISSRM process

SecureUML

Mal-Activity Diagrams

Misuse Cases Diagrams

Secure Tropos

Asset identification

Security objectives
determination
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Risk assessment

X X
Risk treatment
decisions X
Security requirements
definition X X

Control selection

Control
implementation

X X
X
X X
X

TasLe 5. The covered step of the ISSRM process by security languages

IVV. Discussion

Currently, various security modeling languages may be
evaluated with the ISSRM domain model. The alignments
mentioned in the article allow representing an IS using
different constructs in order to ensure a better sustainability
and interoperability. Still, the alignment does not refer to
equivalence between the ISSRM model domain and the
security modeling languages. It only describes the constructs
that supports the ISSRM concepts. The mapping of the ISSRM
domain model and the security modeling languages is not
provided so it has been conducted subjectively.

SecureUML and Misuse Cases Diagrams cover the same
steps of the ISSRM domain model (Assets identification, risk
assessment and security objectives definition). Although, the
distinction between the two is that SecureUML only describes
information relevant to access control. Thus, it provides a

system modeling from an administrator (protector) perspective.

In contrast, Misuse Cases Diagrams provides a system
modeling from the attacker point of view.

As for Mal-Activity Diagram, it enables like SecureUML and
Misuse Cases Diagrams to cover assets identification, risk
assessment and security objectives definition but also includes
risk treatment decisions. Specifically, they detail a threat
scenario, by describing the behaviors of the concerned actors.

Secure Tropos enables identification of critical assets and their
relationships which is not the case with the other languages.
Some Secure Tropos constructs only support partially the
ISSRM concepts. Such as “Belief” which merely represents

“Vulnerability”. Secure Tropos deals with security risk
management at a general level.

The alignment does not provide a complete secured model.
None of these of alignments address security with a risk-driven
approach. For some ISSRM concepts, alignment does not
provide modeling constructs. Actually, no modeling construct
is afforded for the concepts Risk and Risk treatment.

Finally, we identified that no inter-firm alignment like
modeled in Figure 2 is elaborated. This would be a source of
interesting findings in order to enrich the alignment concept.

Figure 3 reflects a diagram modeling the flow of
communication between two organizations. For establishing
the communication, a risk management unit is responsible for
monitoring the communication. The risk management unit
claim to each organization to authenticate and then specify the
necessary parameters for the communication establishing. Not
all communication requests can be accepted.

After establishing the communication, different threat
scenarios can be triggered. For now, only two threats were
modeled. The first threat concerns the failure of a critical asset
of one of the organization. This failure will eventually trigger
various other failures since each asset has its
interdependencies. For that reason, the risk management unit
plays a major role. It allows better determining the details of
this failure and proposing the necessary countermeasures in
order to address this failure as quickly as possible. The second
threat “assetAdd” describes the request of adding a new asset
required for the communication. Thus, adding a new element
to the architecture of an organization also includes the risk of
emergence of new vulnerabilities that can be exploited by
threats. Also for this failure, risk management unit intervenes
to manage the risks resulting.

Figure 4 shows the diagram outlined in Figure 3 but introduces
the case where an organization (organization3) that didn’t join
the communication already developed by the two first
organization (organizationl and organization2) and a second
case where an organization (organisation4) succeeded to join
the communication. The access to the communication for
organisation4 was firstly granted by the risk management unit
and secondly by organizationl who first launched the
communication. After the risk management unit analyzes the
new risks that may influence the communication, it establishes
the necessary treatments to alleviate their occurrences to the
different participating entities.

In a perfect world, ERM would save organizations money,
create stakeholder value, and facilitate growth through the
exploitation of new opportunities. None of the mentioned
security modeling languages "Mal-activity Diagrams, Misuse
Case, Secure Tropos, SecureUML" is in fact suited to support
the whole ISSRM process. They focuses generally on a limited
steps of ISSRM and do not cover its full scope such as the
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combine between business and IT. Another founded drawback
is that these languages don’t model the business and IS assets
in a meaningful manner for ISSRM domain model. ERM
approaches and related benefits are promising to fill these

gaps.

V. Conclusion and future work

Security issues related to IT services continue to be a big
concern in today’s society. Security risk management is not
simply a technical problem any longer. The intention of this
article was to compare security modeling languages with the
ISSRM domain model and try combining the obtained results
with the concept of ERM.

Given the central role of ISSRM alignment with security
modeling languages, organizations need usage guidance. This
semantic would help to extends information system security in
order to fulfill secure business functions. This paper rewards
the areas where efforts return most value.

The alignments discussed need improvement. Given that
several ISSRM concepts are supported by the same security
modeling languages concepts, a distinction should be
proposed. It may also help the complete the coverage of the
ISSRM concepts not supported.
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No perfect support of the ISSRM concepts is provided. Each
alignment incorporates limitations. To fully take advantage of
these alignments, it is suitable to correct these limitations.
Either by adding new constructs or by creating ontology that
guides the constructs. It is also possible to conceive
transforming rules that would lead from one alignment to
another (like from SecureUML to Secure Tropos and vice
versa). This will fully enhance interoperability between
security modeling languages in the security risk management
domain.

Another gap in the alignments discussed, we identified that
most studies only investigate an alignment in a firm-internal
context. No inter-firm alignment like modeled in Figure 2 is
elaborated. This would be a source of interesting findings in
order to enrich the alignment concept.

Organizations are subject to various risks and the ultimate goal
of ERM is to model, measure, analyze, and respond to these
risks in a holistic manner. A further research may be conducted
in order to append ERM to ISSRM and adapt it to the telecom
sector. Actually, when crutial business processes and strategic
planning are aligned with proactive ISSRM process, a
well-defined path and strategy to attain business value may be
achieved.
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1: requestComm

identify
thents

4 : checkAuthentification()
5: accept
6 : paramRequest
8 : process
9 : identify

10 : authentify
11 : checkAuthentification()

12 : sendRequest
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alt CommRequest J

[Accepted]

23: applyQ

<<create>>

15: accept

16 : requestAccepted 17 : establishCommRequi()

18 : statingCriticalAssets

19 : statingCriticalAssets

20 : assessRisks()
21: analyzeVulnerabilities()

22 : decideTreatment()

25 : treatmentDedisions

24 : treatmentDedisions

27 : saving

26 :|applyQ

<<creater>

par FearedCases S

[assetBreakDown]

28 : failureDetect

30 : executeContingencyPlan 29 : executeContingencyPlan

31 : assessingNewRisks()

32 : strengthenVulnerabilities()

33 : performBackupSolution()

34: addAsset H

35 : process()

1 checkCriticalAssetsStated()

37 : analyzePotentialThreats()

38 : identifyThreatsSources()

39 : sendRiskAnalysisReport
40 : establishTreatment()

E 41 : deddeTreatment()

42 : treatmentDecisions
3 : apply() <<create>>

Figure 3. Inter-firm risk modeling
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Organization1

1: sendReq

RMUNit
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6 : commParamRequest
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) 18
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s
30
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|: 32 : refuseAdthentification)
J
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33 : commRequest
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35 : authentify

33 : choosingDestination

¥t FearedEvents J

[RequestRefused]

[RequestAccepted]

44 : AcceptComm

43 : commRefused

46 : establishCommRequir()

59 processhewRisksQ

47 : newConjmMember

53 : potentialRisksReport

|

: processNewRisksQ
56 : establishTreatment

\_J 48 : statingCriticalAssets
25 | checkNewRisksQ

50 : DetectvuinQ

57 : establishTreatment

<<create>>

61 : newRisksTreatment

<<ceate>> ! 62 :|applyQ

52 : potentialRisksReport o
58 : decideTreatment()
63 : riskTreatment
----------------------------------------------------- &4 : appl
<<create>:

Figure 4.

Inter-firm feared cases
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