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Abstract: 'The development of the digital economy is one of
the priority areas for most countries, so the requirements for
ICT specialists are changing and increasing, as a consequence
of these transformation. In this perspective, the strengthening,
measuring and assessment of digital competences are becom-
ing crucial to ensure quality and security of the digital prod-
ucts and services implemented. This paper proposes MMACK,
a new Meta-model for assessing ICT competencies and knowl-
edge. This work also explores the feasibility of the implementa-
tion of such a model using Data Warehousing software.
Keywords: Competence model, Cybersecurity, Data Warehousing,
OLAP, Hypercube.

1. Introduction

At the end of the 20th century and the beginning of the 21st
century, the educational system is being modified in Europe
and the United States. As a result, the National Skills Stan-
dard Board is being approved in the United States [24], and
the Bologna Declaration on the Formation of a Single Euro-
pean Educational Space comes into force in Europe !. This
declaration was also signed by Russia in 2003 [8], [23]. One
of the main principles of the Bologna Declaration and the
National Skills Standard Board is a competence-based ap-
proach to assessing learning outcomes. At the initial stages,
the competence-based practice-oriented approach was con-
sidered as the prerogative of secondary vocational educa-
tional institutions; now it has actively penetrated into higher
education as well. The peculiarity of the competence-based
approach is that in the learning process not only ready-made
knowledge is acquired, but the conditions for the origin of
this knowledge are traced. The methodology is based on
learning through activity. It is also important that each com-

ICommission, E.U.: The Bologna process and the european
higher education area, https://ec.europa.eu/education/policies/higher-
education/bologna-process-and-european-higher-education-area_en

petence at each level should have a clear assessment system
with clear results. Both the learning process and the assess-
ment process should be as transparent and understandable as
possible to all participants.

The competence-based approach is more complex than just a
knowledge test: it is structured in a multi-component form.
This approach is aimed at “overcoming the main drawback of
the existing system of professional training: the gap between
the theoretical and practical aspects of the professional activ-
ity formed in the course of training” [19]. NPEC work group
defines competence as “combination of skills, abilities and
knowledge needed to perform a specific task [5], [11]. This
paper is in prosecution of a preliminary work [4], and aims
to design a system for the implementation of a new method-
ology for assessing digital competencies in the ICT field, and
in particular in the Cybersecurity-related topics.

The rapid growth of cybercrime has been confirmed by many
studies [2]. Cybersecurity Ventures.com experts predicted
that cybercrime will cost the global economy $ 6.1 trillion
a year by 2021 and reach $ 10.5 trillion in annual losses by
2025 2. The recent Covid-19 pandemic and the consequently
mandatory lockdown (and home-working activities) of busi-
ness and public sector employees made the situation worse.
Interpol reports an increasing rate in Cybercrime activities
and new emerging threats related to the pandemic 3. One
solution to this problem can be the development of security
competences for the conscious use of digital devices and the
Internet. As a conclusion, the development of digital com-
petences in general and security competences in particular
is more of a necessity in the modern world than a super-

2Morgan, S.: Cybercrime to cost the world $10.5 trillion annually by
2025, https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-
2021

3Covidl9: Cybercrime analysis report.  Interpol, august 2020,
https://www.interpol.int/content/download/15526/file/COVID 19Cybercrime
Analysis Report-August2020.pdf
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fluity. The development of competences is a complex sys-
tem: the development of educational material, a methodol-
ogy for checking the formation of competences, etc. In the
following chapters, a methodology for assessing the forma-
tion of competences and its implementation is proposed.

II. Related Work

Although the topic is not the most covered road by scholars,
there are several research works about using Data Warehous-
ing solutions in Higher Education field as a decision support
tools.

An early paper (2003) to take into account is [25], in which is
proposed the use of DWH software in strategic decision mak-
ing for Universities, discussing opportunities, drivers and ob-
stacles. Another early paper to examine is [3], in which are
described the advantages in using DWH software in Aca-
demic environment in order to offer a better quality of the
instruction and to manage human and economic-financial re-
sources. The paper is focused on the experience of Italian
Universities at the time, and also presented a complete data
mart related to teaching activities.

Another paper [1] deals with an E-governance implementa-
tion for higher education system with the use of DWH and
data mining techniques, In the paper is proposed a basic ar-
chitecture and a logical design for an University database. In
[14] are presented the main design issues of the implementa-
tion of a DWH system for educational data analysis, explor-
ing logical design and OLAP choices. In [15] are described
the main design considerations for the implementation of the
DWH in an educational scenario, focusing on architecture
design choices and Extract, transform and Load (ETL) tools.
In [22] is explored how big data technology could be im-
plemented with data warehouse to support decision making
process of Higher Education sector, introducing modern Data
Warehousing, aiming to help reduce difficulties associated
with traditional data analysis with a big data technology ap-
proach to data warehouse. Finally, some recent experiences
may be found in [17] and [26].

Regarding surveys on the topic, an extensive analysis of 34
empirical research papers published from 2008 to 2018 is
presented in [16], This paper shows that the Kimball’s ap-
proach is the most applied methodology for DWH design in
education, and the Star schema is the most used approach to
implementation. In this paper are also classified the papers
analysed in six dimensions (schema proposal, analysis of the
user requirements, analysis of the business requirements, ef-
fectiveness, implementation, and data analysis), and is high-
lighted that most papers are focused on schema proposal and
implementation. In [10] is performed a survey on the use of
DWH software in the field of education, focused on applica-
tion in Indian universities.

The study of such related work has allowed us to draw up
a synthetic table in which the main advantages and issues
related to implementing of decision support systems for the
Educational field using DWH software are summarised (Ta-
ble II).
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Table 1: Advantages and issues of using DWH in implemen-
tation.

Advantages

o If DWH software is already in use, the cost and the effort
of this implementation may be very low

o If DWH software is not yet used, the introduction of this
king of software may be used by University to imple-
ment a number of features to support decision-making
processes (e.g. scientific production analysis, cash flow
monitoring, ...)

e The data may be automatically extracted from existing
Student Career University systems

o Ease of competences model extension (e.g. adding new
attributes)

o Opportunity to perform competence analysis in relation-
ship with other student’s attributes (curriculum, learning
cycle, ...)

Issues

e The use of commercial (i.e.: non open-source) DWH
software may be very costly

e The introduction of DWH could lead to a heavy organi-
sational effort for the University

III. The methodology for assessing the level of
competence

For the full-fledged development of the competence-based
approach, it is necessary to create a transparent, understand-
able system for assessing competences. In this part we
present MMACK, a new Meta-model for assessing ICT com-
petencies and knowledge which allows to assess the level
of competence formation among students, as well as track
a path of their competences development. The source of the
research is the result of the authors’ many years of work,
tested in the educational process in various disciplines at the
Dubna State University. The level of competence is one
of the principles of organizing the technology of acquiring
meta-knowledge by students. Meta-knowledge is the basis
for creative independent acquisition of new knowledge and
competencies. This approach improves the organizational,
scientific and methodological activities of the teaching staff,
as well as the structure and content of the educational and
methodological complex of disciplines. Confirmation is the
topics of defended master’s theses, published articles.

In the proposed model the competence level (CL) is defined
as a knowledge of the subject area. We believe, the compe-
tence level can be measured as a function (F) of three vari-
ables: UNderstanding (UN), Have The Skill (HSK) and ABil-
ity (AB).

CL =F(UN,HSK, AB) (1)

In the Formula 1 the three variables are defined as follows. It
is to be noted that the HSK and AB are both Skills, which are
automated components of a person’s conscious action, which
are generated in the process of its implementation.

e UN - the student’s ability to recognize the meaning
(content) of a text or speech. This ability is based on
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Table 2: Samples of tests for assessing competence variables.

Type of test Samples

UN test Students need to find its meaning for the cor-
responding term.

HSK test Students have to determine what essence is
reflected in the selected text and how this
essence is highlighted.

AB test To give students different interpretation of a

concept and they have to note the similari-
ties and differences between interpretations
of the concept.

vocabulary of words, concepts, definitions, terms, ab-
breviations and etc. Generally, a teacher relies on the
previous acquired basic knowledge or makes an anal-
ogy with the processes already studied when explained
a new topic or giving a lecture in a discipline. Addition-
ally, a student has a feeling or adequate perception of
the topic, and he grasps what the teacher is explaining.

o HSK - the ability of a student to solve typical prob-
lems of the discipline in an automatic mode (without
the involvement of consciousness, on reflexes). Solving
problems without involving reflexes can be achieved by
solving typical tasks or through training. Important in-
dicators of skill are - the time spent on solving the prob-
lem and the quality of the solution (there are mistakes
or not).

e AB - the student’s ability to compare, compare - iden-
tify similarities and differences - highlight, argue, rea-
son. The method of performing an action mastered by
the subject, provided by the totality of acquired knowl-
edge and skills; the ability to perform an action accord-
ing to certain rules, and the action has not yet reached
automation. It is formed through exercises and creates
the ability to perform an action not only in familiar, but
also in changed conditions. AB has two interpretations,
in contrast of UN: be able to use certain methods that al-
low you to make a decision; highlight the meaning and
essence of what they are talking about or about what
they write. This concept reflects the fact that the stu-
dent not only understood the material, but also analyzed
it: comparison, juxtaposition, highlighting, reasoning.
Consequently, one chain of thoughts, generate another
chain of thoughts - a chain of cause and a chain of effect
in reasoning.

The levels of UN, HSK and AB are determined by a sys-
tem of testing rules (ST). ST includes: tests (TST), testing
rules (W), rules for assessing the test result. As a result of
testing, the levels of UN, HSK and AB are determined. It is
assumed that the tests to be carried out multiple times. We as-
sume that tests are conducted once time a semester, however,
the frequency of tests may vary depending on the education
(training, teaching) system. The Figure 1a shows the change
of CL depending on time (the figure depicts the CL of 4 stu-
dents who were measured three times in some intervals).

Moreover, this system allows to track the change in each in-
dicator of CL (UN, HSK, AB) over time. Figure 1b shows
the CL model, where the x, y, z axes correspond to the level
UN, HSK, AB. Consequently, the cube reflects a set of levels
UN, HSK, AB. The scale of levels UN, HSK, AB consists of
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Figure. 1: a) Time-dependent student measurement graph;
b) Three-dimensional representation of changes in student
knowledge.

c
H
= \J‘ ot
N

Al

HSK

Figure. 2: Displaying levels of UN, HSK, AB.

3 levels: low, average and high. The black cube reflects the
medium level UN, HSK, AB.

The scale of levels UN, HSK, AB consists of 3 levels, There-
fore, the cube we are considering consists of 27 cubes -
spaces where a point with a student’s level of knowledge
can be (Fig. 2). From the central cube, cubes can be laid
left-right, up-down along three axes (UN, HSK, AB). Red,
yellow and green are the colors of the cubes that correspond
to the low, average and high CL levels.

A sample of three-dimensional representation of students’
knowledge over time is presented in the Figure 3. The y-
axis is the names of the students and the z-axis is the time
axis. This system allows to make a slice for a particular stu-
dent and see the dynamics of changes in the level of each
indicator.
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Figure. 3: Three-dimensional representation of students’
knowledge over time.
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Table 3: Comparison between Inmon and Kimball ap-
proaches (Based on [15]).

Inmon Kimball
Initial time High Low
Initial cost High Low
Maintenance Simple Expensive
Skills required Specialist team  Generalist team
Data requirements eqerprise Single business
Wide areas

additional materials, and also refine the education program
can be made based on the results analyze of the CL for a spe-
cific group of students (Fig. 3). Those data can be used for a
deeper analysis for each student: to determine the dynamics
of particular student development in a certain subject area
and, on the basis of it, make recommendations for further
studying.

IV. Architectural choices

A Data Warehousing may be defined as a data-driven de-
cision support system that supports the decision-making
process in a strategic sense and, in addition, operational
decision-making [13]. The most used different methodolo-
gies proposed in designing a DWH are Inmon [9] and Kim-
ball [12]. The main difference between these methodologies
is the approach used to implement the data marts: Inmon
proposes a top-down approach whereas Kimball proposes a
bottom-up approach.

Inmon’s methodology provides unique dimensional view of
data across data marts, building a centralized Data Ware-
housing, and all data marts will be loaded from that central
DWH (Fig. 4a). The top-down approach is flexible to sup-
port change management as it looks at the organization as
a whole. On the other hand, Kimball presents a different
vision of data warehouses. He considers that the data ware-
house can be seen as a set of consistent data marts and based
on shared conformed dimensions (Fig. 4b). The main dif-
ference from both methodologies is that from the Inmon’s
point of view, an enterprise predefined DWH is needed, and
in a further step the data marts will be extracted, while in
the Kimball’s approach the data marts are created directly
involving the business units before the creation of an enter-
prise DWH, which is an aggregation of all data marts. [15].
A summary of the main pros and cons of both approaches is
shown in Table 3.

Due to the experimental nature of this work, we choose the
Kimball approach, which ensures shorter startup time and
lower cost. Moreover, in this way the experimental system is
suitable to support the work of independent teams working
on different aspects.

Significant components in the implementation of DWH
projects are the Extract, Transform and Load (ETL) tools,
which have in charge the process of extracting data from
the Enterprise database and other sources and and importing
them into the DW. Those tools operate in three steps [18]:

« extracting data from various sources sources (SQL DB,
XML files,...) and converting into a single format ap-
propriate for the transformation and loading process

« converting and normalising data (measure units, differ-
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ent character sets,...)
o loading data in data marts

The design of ETL tools mainly depends on the particular
software used for DWH system, and on the quality of data
to be processed. In our project, we assume that the data
used for competencies assessment originate from standard-
ised format for test data results, and a standardised ETL tool
will be enough to ensure the correctness of processing. In fu-
ture plans, we think that also other kind of data will be used
for assessment, and on that occasion we will plan to design
ad-hoc ETL tools.

V. Design of the proposed system

In DWH systems, the information is delivered to users using
Online Analytical Processing (OLAP), which is a technique
that enables multi-dimensional and multi-level analysis on a
large volume of data, providing aggregated data visualiza-
tions with different perspectives [21]. The OLAP processing
is based on multidimensional analysis of data in the form of
“Facts”; a fact is a measure (or a set of measures) which rep-
resents a fact about the managed entity or system. In Figure 5
is shown an example of the hypercube representation of the
sales of a firm: The measurement of fact are the units sold
and the amount of the revenue, and the dimensions of hyper-
cube are Time, Products and Branch related to a particular
Sales fact.

It is clear that the OLAP hypercube structure fits in perfectly
with the representation of our competences model as shown
in Figure 3. We assume also that the results of competencies
assessment test (in a structure similar to Figure 2) have been
loaded to the Student Career DB of the University.

For the implementation, a Kimball two-layers architecture
is chosen [7]. The raw data, originating from the Student
Career DB, are subjected to a filtering phase in a Data Stag-
ing area using ETL (Extract, Transform and Load) Tools and
loaded to the appropriate Data Marts, and then the users can
process the data of own interest via Data Marts (Fig. 6).
First of all, we choose to design the data relationship using a
conceptual model to provide a higher level of abstraction in
describing the warehousing process and the structure of the
information needed in all its aspects. The model used Di-
mensional Fact Model (DFM) by Golfarelli et al [6], due to
its simplicity and ease of implementation. In our preliminary
design, we have one Fact, three variables and three dimen-
sions of interest:

o Fact: Competences_Test
« Variables: UN, HSK and AB (Equation 1)
o Dimensions: Time, Students, Course

The variable Time is hierarchically structured in two alterna-
tive ways, Day-Month-Year and Day-Semester-Year, in order
to enable queries both based on academic time or in natural
time. Also the dimension Student is structured in a simple
hierarchy: we use a generic Student_Career as an example,
but many different structures may be designed using the data
stored in Student Career DB of the University. The DFM
diagram for Competences tests is drawn in Figure 7.
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Figure. 7: DFM conceptual diagram of Competences test.
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Figure. 8: The STAR schema of Competences_Test.

At this stage, is required to produce the STAR schema [20]
which defines the tables, the attributes, and the relationships,
according with the data structure represented using the DFM
model previously designed. The STAR schema has been au-
tomatically obtained using a CASE tool, exploiting its abil-
ity to forward-engineer the conceptual model and generate
the schema for the target database system you need to work
with. In this research We use the experimental CASE tool
BIModeler (Business Intelligence Modeler) *.

In Figure 8 is drawn the STAR schema, in which the table
beginning with “F_" is the fact and the tables beginning with
“D_” are the three dimensions (Course, Student and Time).

VI. Conclusions and future work

In this paper has been presented a new competence meta-
model MMACK, the future works for competence model will
to develop tests which allow to estimate competence vari-
ables (UN, HSK, AB). The tests will be focused on mea-
surement the level of Cybersecurity-related competences. In
this research work has also been discussed a possible imple-
mentation of the competence model using Data Warehousing
software, and have been presented a basic architecture and
the conceptual and logical design. The future work for imple-
mentation of the system will be the choice of the DWH soft-
ware to be used; in this way a proof-of concept of a working
system will led us to conduct the first practical experiments.

4Cazzella, S.: Business intelligence modeler, alpha version - bl15
http://www.bimodeler.com/
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